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Aegis is a Softare Configuration Management system, which provides a method for
managing concurrent ddopment and peer veew with strong auditability These fea-
tures are useful to more wronments than the gdelopment of software. Thispaper
presents tw systems being managed with Aegis at AGSO: DNS and the Web.

Using Aegis to manage DNS provides a reliable way to add entries to the DNS tables,
check the tables, and generate thense maps. It is\ven generating some NIS+ tables.

The system is peerviewed, so no “bro&n” changes are able to get into the system
tables. Thenet result is a more reliable service to the users.

Using Aegis to manage the AGSO Web (http://wageo.ge.au/) models the production

of scientific papers. In the normal publication process an author writes a paper and it is
then peer ndewed, the reiewers may return it with comments or apyedt to the pub-

lisher The publisher in turn may accept it for publication or returiisimilar model is
awailable using Aegis when publishingeWy/ pages; the publication analogy is deliberate
since the work is indeedralable to the public. The ‘lild” step which is so central to
producing software is used in the Web case to reseiwerside includes, to check the
HTML for obvious errors, and to generate the various indices. Some Aegis reports are
also used, such as the one from which the “Vghsew’ page (http://wwwagso.ge.au/-
whatsn&/) is generated. The provision by Aegis of individual “sand pits” greatlifif

tates concurrent gdelopment of Web pages and impes productivity. In general, stdf

have been happ with the Web deelopment model in use at AGSO.

1. Aegisat a Glance

The termConfiguation Managiementwas wined
mary decades ago in the engineering disciplines.
It refers to the process of managing all of the
components of an engineering design. In design-
ing a cay for example, it is important to kno
which version of the shock absorbers goes with
which versions of the chassis and wheel arches.

A similar problems gists for the construction of
software, and so the term was borrowed by soft-
ware engineers to beconsoftwae Configuration
Management. This refers to keeping track of the
various source components of a safte package,
and haev to assemble them into a working pro-
gram.

There is a huge similarity between assembling a
software program, and assembling a w&ource
files are processed and stitched together to form
the final product, much the sameywprogram
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source files are compiled and linked together to
form the final software product.

Aegis is a software configuration management
system, and it provides controlled accesses to the
source files of a projecit can support concurrent
development, and enforces mandatoryviesvs.

As Aggis is described more completely elbere

[1, 2], this paper will not dwell too hedy on

how to use Aegis, but rather noAegs is useful

in the two case studies belo

2. DNS Management

The first case study presented here is that of using
Aegis to manage Domain Name Service (DNS)
information. Thisis a relatvely small system, it

is reasonably well krvan, and if you get it wrong
your network may cease to function until you get

it right again. DNSitself has been described else-
where [3, 4] and will not be described in depth
here.
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The design of the Unixame8), the program
which seres the DNS protocol, is intriguing,
mostly because of the almost-but-not-quite redun-
dang in most of the configurations filesThis
revolves around theatt that DNS has botfor-
ward maps which associate a domain name with
an IP address, améwversemaps which associate
an IP address with a domain namaturally, if
these maps are not carefully synchronizedara v
ety of problems may resulfThis is traditionally
solved usingmakgl) and some baroquawk(1)
scripts. Themaintainer logs in asot, edits the
forward map, runs make, and informs named that
it needs to re-read its input files, usually by run-
ning a shell script which sends a signal to the
server process.

But what do you do when there is more than one
authorized maintainerHow do they coordinate
their activities when theare in 3 different hild-
ings? Hav do they make wre the configuration
files are OKbeforethey bring the whole netark

to its knees?

None of these problems are particularlywvner
interesting. The are well known to softare
development teams the worldver. At AGSO, we
are using Aegis to resaivhem.

2.1. Concurrent Development

Aegis has the concept oftmselinewhich is the
known-good currently-working master source for
a project. Agis partitions alterations to this base-
line into sets of files which must be altered simul-
taneously to preseevthe currently-wvarking-ness
of the baseline.These sets of files may be as
small as a single file, or as large asrg source
file in the baseline.

These alterations to the baseline arevkmouno-
riginally, as changes and each change iswgh a
separate delopment directory By devdoping
each change in a separate directdingre is no
possibility than one maintainer can accidentally
blow away anothers work. At worst, if they have

a file in common, one will need to nger the
others work with his avn. This meige is fully
supported by Aegis.

The other important feature of using separate
development directories is that “half finished”
changes are not mistaken for valid input, should
the DNS server be rebooted during theettep-
ment of the change. Until a change is completed
andhas been rgewed, the baseline remains unal-
tered.
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This entire process is performed by users
logged in as themsedg. Accesss controlled by
access control lists based on user names, no spe-
cial system user accounts are requireged for
users to login to a special account to work on web
pages.

2.2. Validation

When constructing software, the program usitb
in some vay. One traditional Unix approach is to
delggae remembering o to do this to a pro-
gram such asnak€l). While makgl) can be
used with Aegis, the author prefersokl) as a
more capable and descrigikuild tool.

The build step is used to translate the fanmv
maps into reerse maps.This is not done with
awk(1) for a fav reasons

. The SRRF input format used Imamed8)
makes for very hard to readvi scripts if
you are determined to use the full input lan-
guage.

. We wse include files to describe ouarious
buildings and other internal network struc-
ture. This also reduces the number of
opportunities for conflicts between changes.

As a result, we hee a siite of C programs (also
developed using Aegis, naturally) which perform
the various translations and filters we require.

A very important side-&ct of these translations
is that thg validate their input. In this we detect
duplicate host names,vidlid host names, dupli-
cate IP addressesyalid IP addresses, etéVhen
we cowerted our DNS procedures to use DNS, a
number of problems were disewed which had
been in the system for years.

Yes, these problems could yeateen disceered
with the old root ma& s/stem, but thg were not
discovered until we decided to us a system specif-
ically designed to be maintained by mgeople,
and to double checkverything before it went
“live” and incorvenienced staff.

2.3. Derived Data

We dso use the DNS data to generate some of our
NIS+ tables. Obviously the NIS+ hosts table
needs to be synchronized with the DNS tables,
and this translation is relady easy.

We dso invented an “ether” type, which we filter
out and dort'actually give o named8), to record
Ethernet addressesThis information is used to
derive the NIS+ ethers table. This could vea
been managed d#rently but as it is intimately
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related to the IP address management, we decided 2.6. Observable Results

to do it here, for a sort of “one stop” netk
shop.

Thehinfo records argrep(1)ed to generate the
NIS+ netgroup table.This is used to minimize
changes to/etc/hosts.equiv/etc/dfs/dfstap etc.

As a nev machine is added, it reaes a ormula
hinfo  description, which results in it being
included in the appropriate net group, and thus the
appropriate network permissions.

The hinfo records are also filtered to generate
the NIS+ bootparamd mapVhen combined with
the hosts table and the ethers table, this is all that
is required to configure a workstation for the
Solaris Install Server.

2.4. Review

Aegis will not allov a change to finish delop-
ment until it builds cleanlyThus, if there are gn
errors found during theavious filters performed
by the build step, a change may not endelip-
ment.

Once a change endsvéopment it is not imme-
diately installed into the baseline. It enters a
“being reviewed” state. Developers are preented
from reviewing their avn work, as an obous
conflict of interests. Some other authorized
reviev must do so.The access control lists for
developers and ndewers are separate, and it is up
to your individual preferences whether yhaver-

lap or not. Once a v&wer OKs the change, it is
then integrated.

2.5. Integration

The integration imolves making a cop of the
baseline (usually with hard links, it is faster) and
applying the change to this gop The build is
performed agin on this cop - mostly as a quick
double check, though it does not in theM¢tase,
below.

The integrator can also senas an ditor, or a
second reiewer if necessary It answers the
perennial “who will vatch the watchers” ques-
tion.

Aegis’ notification fcility, used at most transition

to send email or news articles, is also used at the
end of integration to notify DNS and NIS+ to re-
read the relant files.
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It was long suspected that there was a fairly high
rate of change in our DNS data, but we didn’
track it too closelywe dready had more than
enough to do.Aegis tracks this acdtity in a very
non-intrusve manner At present, we arevarag-

ing 3.5 DNS changes per week, a figure notipre
ously aailable.

The other thing which has changed is that there
are no unexplained change¥ou no longer hear
they cry “Who the smg did that?” echoing den

the corridor There is neer the silent anoymous
untrackable duel between dwadministrators
undoing and redoing each others changes.

By adding Ethernet numbers, we can detect when
machines mee between stdfand between floors
and change names, meaning that we can detect
now-vacant IP addresses by the Ethernet address
duplicate.

The most important result is stabilityMore is
checled than eer before, and it is disa@red ear

lier than e@er before. Onlychanges which pass
all our automated checks, and also pass the
scrutiry of a human DNS bdfn, are inflicted on
users.

3. Web Management

The second case study presented is that of
AGSO’s Weh This is also managed using dis,
though this project has mgmmary more sources
files. Theervironment presented by Aegis is the
same - though the terminology used is more
aimed at authors than system administrators.

The method of Web delopment implemented
using Agis is presented as an analogue of the
publications of scientific papers.

Page 3



AUUG 96

Author
writes web pges

Reviewer
performs peereniew

Editor
performs editorial eview

In particular it is expected that much of the sci-
ence content of our web pages will be authored by
out scientists. The peerview is expected to be,
and should be, performed by the sciergigti-
ence peersEverything else - layout, formatting,
copyright issues, structure, etc, are the edstor’
problem. Onlythe author may alter a change -
the peer rdewer and the editor only ka the
power of weto. Thefile system permissions are
exploited to ensure that there is no “back door’ to
this process.Even the editor (integrator) does not
have write permissions to the baselineAll
changes to the baselimausttraverse the entire
change process.

3.1. Build and Validation

The build step in the Web project is very little dif-
ferent from the build step in the DNS projette
use the build step to:

. Resole srverside include files, so that the
files fetched by xernal clients are com-
plete, and the HTTP seswcan be as dumb
as possible.We use common headers and
footers in common include files to imple-
ment much of the look and feel of our web
pages.

. Perform SGML checking agnst the
HTML 2.0 DTD. The finds all of the wert
HTML errors, but it cannot check spelling
or style. We wse sgmigl) obtained from
the network, and the standantiml.dtd
also obtained from the network.

It takes longer to perform thisuibd than in the
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The build works out what to build from the source
files of the project. The cool(1) programs asks
Aegis for a list of files, and then generates a list of
output files from that. In this ay, there is no
need to add a mefile to a list in aMakefile of
some sort.

3.2. File Templates

To add a n& page to the Web, a user initiates a
Web change and then creates avrfde via Aais.
The nev file will be created according to a pre-
configured file template. This will g them the
common headers and footers automaticadly
that is required is to fill in the text in the middle.

So that the page may be accessed, it will also be
necessary to cgpsome other file, agn via
Aegis, and embed an anchor to thevrgage in

the copied page.

Files are copied and created via Aegis so that
Aegis knows which files to transfer from your
working directory into the baseline. If you don’
tell Aegis, thg will not be huiilt, and later thg

will not reach the baseline.

3.3. Preview and Review

Once your Web pagesitd successfullyit is pos-
sible to see what the public will see - to\pesy
them. W do his by running a specialized web
sener that “overlays” the files in your deslop-
ment directory wer those in the baselinedEssen-
tially, this is a simple search path. The special-
ized web server tell you a URL to open toviee/
your changes, and it will exist until you interrupt
it, usually with Control-C.

Revievers may use the same technique to look at
an authoss dhange, hwever reviewers are also
encouraged to look at the HTML itself.

Using this specialized web seryit can be estab-
lished eactly what the public will see when the
pages finally arve in the Web baselineAll of

the Web pages arevailable in this vay, as he
changes pages are seamlessly igtated with the
baseline pagedn this way; it is only necessary to
copy the pages you actually need to edAll
other pages are obtained from the baselifleis
often represents a large saving in working disk
storage.

We have a =t of layout guidelines which are
awailable internally for our Wb deelopers to

DNS case, because there are more source files andread. Reiewers (theoretically) ndew aganst

more include dependencies to check.

Peter Miller

these guidelines, and \d#opers are encouraged
to have a aiick look at the guidelines before
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completing the deslopment of their changes.

3.4. Integration

The integration stage is not particularlyfeient
from the intgration stage for DNS.However,
some of the more time consuming tasks, which
are not of great interest to\d#opers are done at
this time: mostly generating or updating theiv
ous indees for our Web as required for the spe-
cific change.

3.5. Concurrent Development

Performing file copies via Aegis allows die to
note the version of the file at the time iasv
added to the changéhis version information is
used later to detect file conflicts, and to geefile
contents.

The chances of king Web pages in common are
fairly low, howeve it happens fairly rgularly.
The use of separate \d#opment directories
means that this can be ignore for as long as the
author wants to. When it is time to complete
development of a Web change, the versions of the
files are checked by Ayés. If ary are out-of-date,

a 3way mege may be performed to merge the
Web baseline updates with the edits in the change.

3.6. Results

The AGSO Wb is intended to be a “publication
on demand” medium. As a result,yadata the
public can see needs to be of publication quality
already It is then only required for the client to
print interesting material one the cliengrinter.
While the HTML formatting may lee a lttle to

be desired at present, we bediehat the process
we emply is more than capable of deéring the
quality of content that we desire.

4. Summary

Many of the processes we perform on computers
involve manipulating and assembling files in
some vay, mary can be managed using SCM
techniques. BEen where significant manipulation
(e.g. compiling software) is not required, auto-
mated input validation helps reduce the number of
avddable errors (much as compilersalidate
against input language).

The other advantage conferred bygkeis that
privileged operations are recorded, and aail-a
able for auditing purposeslhe priilege is con-
trolled by access control lists, and requiresvacti
conspirag by more than one person to seit.
Even then, the audit record is inaccessibRy
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using Aegis’ notificationdcilities, it is @en pos-
sible for highly prileged system tables to be
updated, and yabot passwerds need not be dis-
closed.

The use of Aegis to assist in the management and
availability of critical system services has been
very successful, and will be used again.

The use of Aegis to ensure that ouetWs of high
quality has been equally successful, and is a
model we would happily recommend.
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Aegis at a Glance

« Software Configuration
Management

Manifest control, Version control, Build
control, Change control, Quality control.

o Software deelopment
analogue

Source Finished
Files Product

Aegis provides change
process and change
environment
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The Process in Too
Much Detall

new
change

awating
development

develop
begin

/

being
developed

Author

develop
end

/

being
reviewed

Reviewef

review
pass
/

awating
integration

integrate
begin

Editor

integrate
pass

/

completed
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Advantages of the
Process

e Access control lists

e Insulated deslopment
areas

e "Backing Out" Is Easy

o All state transitions
recorded

e State transition notification
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Managing DNS with
AegIs

 Userslogged in as
themselves (ACL)

 Norootaccess required

* Fully audited and
reportable

* Notified of all changes

« Coordinates multiple
system admininstrators
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The DNS Build Step

Forward
map files

Chew
on them

Reverse

/etc/hosts map files

/etc/netgrouy

J




UUUUUUU Only F

ation
Step

e Conflicts

paseline detected
s and
development development man a'g e d
directory directory ° ThIS IS
when
neeae  history Is
" updated
negraton * Noroot
| access
required
for named

notification



Managing WWW with
AegIs

 Userslogged in as
themselves (ACL)

* Fully audited and
reportable

* Notified of all changes

e Coordinates multiple
authors

e Peer reviav I1s well
understood
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The WWW Build Step

Development
Directory

chew
on therr||

master/ export/

e Server-side includes are
resolved

* Include dependencies
automatic

« HTML Is checked against
DTD

 Reports generated, e.q.
What's New

 SOR compiledetc, etc
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Directory Stacking

Baseline
TOC.html

chl.html /
, I TOC.html
Development DiL ch1l.html

\
TOC.html / ch2.html

ch2.html

Combined View

* Only files being edited or
created are In delopment
directory.

« Build tool must be able to
cope with directory stack.

e "Test Server" must be able
to stack, too, so can
previan.



The WWW Integration
Step

* Integration build also
constructs the inaes and
other files not normally
Interesting to aeslopers.

e Same picture as before,
Integration directory
renamed to be the baseline.

 Conflicts are detected and
managed.

e This is when history Is
updated.
o Server Is sufficiently lightly

loaded to run fronmetd so
no notification required.
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e Access control lists, no
root required

e Audit trail, statistics and
reports

e Quality control for
Publication on Demand

« Quality control for critical
systems

Daoatar Millar






